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Omnicast & Security Center

AGENT?
Comprehensive Video Analytics Solutions -

p]
=
>
w
O
()
)
()]
-
()]
O
-
@)
7))
=
>
M
-
<
>
)
-
()]
(@)
<
(@))
=
©
=
@)
al
@)
s
()]
=
>
Q)




.G!! !Tf;
- m Powering Analytics on Genetec VMS
Contents
1 Deployment and Configuration OVEIVIEW .........c.uuuuiiiiiieieiieeiiiie e e et e e e e e 3
1.1 Deployment ConfiQUIatiONS . ..cccuiiiiiiie e e e e e e e et e e e e e e e e e nnnaneeeeaees 3
1.1.1 Optimized Deployment (with Embedded Vi-Agent).........ccccvreiieeeeeiiiiieiee e 3
1.1.2 Flexible Deployment (without Embedded VI-Agent) ........ccccovveeeeeiiiviiiiiieee e, 4
I o o LU LS =SSR 5
I I oo o] 1T g Lo I md o Yo Yo LU | PSPPI 5
1.4 Agent Vi Licensing CoNSIAEIatiONS .......oiiiiieiiiiiiiie ittt 6
1.5 Related DOCUMENTALION ...oiiiitiiii ittt e et e e s st e e e sbb e e e e abbeeesanaeeeeaes 6
2 [ Ky - LT IV TSy £] (=T o PPN 7
2.1 POSt Vi-System INSTAllAtioN .......oooiiiiiii e 7
2.2 DefiNiNG MUIIPIE VAPS .. .ot e e e e e e s et e e e e e s s nrareees 7
I O Y e L Te [T gl g Yo TR d gL N = R PPRPTPN 8
3.1 Defining the VIdE0 SOUICE TYPE ittt ettt 8
3.2 Configuring the VAP VIAE0 SOUICE .....cciiiciiiiiiiiiiie ettt e e e e et e e e e naaneees 9
3.3 MaANAGING VAP SENSOIS . uiitiiiiiiaeieiiite et e e ettt e e e e e e e ettt e e e e e e e et be et e e aeaesaannbeeeeaeaeeanneneees 10
3.4 Mapping Vi-System Sensors t0 Genetec’'s CaAmMEraS.....cccieeeviiiiiirreeeeeeieiiiireereeeeesnnnnneees 11
3.5 TroubleShOOtiNg VAP ISSUEBS ...ttt et e e e e eneeeee s 12
4  Configuring Omnicast for Interoperability with Real-Time Analytics..........cccceeo...... 14
O R V=T VAT o Lo B I T =Y o =SSR 14
4.2 Defining @ CUSTOM EVENT......uiiiiiiiiiii ittt e et e e e e e e s nba e e e ea e e e annes 15
T o (T oY - ol [ g Yo = OF= g 1T - USSR 17
5 Configuring Security Center to Interoperate with AnalytiCSs .........ccvvvvvveiviiiiriiiiennnnn. 18
5.1 Enabling Web-based SDK Role in the Security Center.........occuiiiiiieiiiiiiiiiiee e, 18
5.2 Verifying Licenses and CertifiCates .......cciiiiiiiiiiieie e e e e 20
5.3 Triggering Analytics Alarms in Security CENLEr .......cccvvveiiiei i 21
5.4 Linking Vi-System and Genetec Security Center EVEeNtS........ccccvvvviveeiiiiiiiiineee e 25
5.5 Viewing Alarms in SECUNITY DESK ....uuuiiiiiiiiiiiiiiee e e e e 26
5.6 Triggering Additional Actions in Security CeNLEr ......c.ueiiiiiiiiiiiiiieeeee e 27
5.6.1 Creating a Recording BOOKMAIK ...........cooiiiiiiiiiiiiiiiiic et 27
5.6.2  StArt RECOIMING «.ieiiiiiiiiiiiiiie ettt e e e e ettt e e e e e e st e e e e e e s e annbaneeeeeeeanns 28
5.6.3 Sending a PTZ Camerato @ PreSel.......ccccuuiiiiiie i e e sne e e e e 28
6 Configuring Vi-Search for Interoperability with Genetec VMS................coovvviiiivnnnnnn. 30
6.1 Configuring VMS Settings in Vi-S@arCh ..o 30

Powering Analytics on Genetec VMS 2 of 32 June 2012



3

R = A

1 m 1. Deployment and Configuration Overview

A
1 Deployment and Configuration Overview

Agent Vi offer’s two analytics solutions:

e Vi-System for real-time detection and alert
e Vi-Search for video search and analysis

Deployment and configuration procedures described in this guide are compatible with:
B Vi-System 4.2 and Vi-Search 2.1

B  Genetec Omnicast versions 4.5-4.8

B Genetec Security Center version 5.1 SR1 SP2

Note:  When descriptions / instructions apply to both Omnicast and Security Center, the term
‘Genetec VMS' is used in this document. When they apply to either one or the other, the
specific edition is explicitly referred to.

1.1 Deployment Configurations

The customer’s video surveillance network infrastructure determines the deployment
configuration to implement.

111 Optimized Deployment (with Embedded Vi-Agent)

If the customer’s video surveillance infrastructure comprises Vi-Agents embedded in edge
devices, each Vi-Agent receives the video stream from its device and extracts analytics
features that are sent to Vi-Server (for real-time detection) and Vi-Search Server (for video
search & analysis).

In this deployment configuration (for real-time detection), Vi-Agent Proxy (VAP) sends
events to Genetec’s VMS.

If real-time analytics and video search are deployed in the customer’s network, then both
Figure 1-1 and Figure 1-2 below apply.

Figure 1-1: Powering Real-Time Analytics with Vi-Agent Embedded IP Cameras

Vi-Server + VAP Genetec VMS
Vi-Agent Powered

Edge Device
G
QL7

I Video stream '

Contact Agent Vi Support for information on the specific edge device models supported
with an embedded Vi-Agent.

Feature stream
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m 1. Deployment and Configuration Overview

Figure 1-2: Powering Search and Analysis with Vi-Agent Embedded IP Cameras
Genetec’s VMS

| Vi-Search requests playback, VMS sends video

Vi-Search Client

Video stream

) U Edge device powered
g by Vi-Agent

Vi-Search Server

Feature stream Vi-Search sends query & receives result

Database stores object metadata

Contact Agent Vi Support for information on the specific edge device models supported
with an embedded Vi-Agent.

1.1.2 Flexible Deployment (without Embedded Vi-Agent)

If the customer’s video surveillance network infrastructure comprises cameras that don't
support an embedded Vi-Agent, Vi-Agent Proxy (VAP) pulls video from Genetec’s VMS,
performs extraction of analytics features for processing by Vi-Server and Vi-Search
Server, and sends events (see Figure 1-3 and Figure 1-4).

If real-time analytics and video search are deployed in the customer’s network, then both
figures below apply.

Figure 1-3: Powering Real-Time Analytics with VAP (Vi-Agent Proxy)

Genetec VMS Vi-Server + VAP

Events
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Figure 1-4: Powering Search and Analysis with VAP (Vi-Agent Proxy)
Genetec’s VMS

| Vi-Search requests playback, VMS sends video

| '

Video stream

S

Vi-Search Client

Video stream

Vi-Search sends query & receives result

Vi-Search Server & VAP

5 Database stores object metadata

Additional VAP Deployment Guidelines

For additional guidelines on planning your VAP deployment, contact Agent Vi Support.

1.2  Prerequisites

You'll require:

1. Genetec server installed with appropriate licenses to support analytics.
See Agent Vi Licensing Considerations.

2. A PC on which to install Vi-System components and Vi-Search

Note:  Vi-System must not be installed on the same PC that Omnicast or Security Center are
installed on.

3. When deploying Vi-Agent Proxy (VAP):
o Adedicated server machine for VAPs when running more than one VAP
See Defining Multiple VAPs for installing multiple VAPs.
o If VAPs pull video from Genetec in addition to sending event notifications, then

Genetec’s SDK of the relevant edition and version should be installed on the VAP
PC.

1.3 Enabling Procedure

To enable analytics with Omnicast, follow this procedure:

1. OnaPC, install Vi-System 4.2 (all features) (see Installing Vi-System);
optionally, install Vi-Search 2.1 (see the Vi-Search Installation and Administration
Guide 2.1).

2. Configure VAP/s (see Configuring the VAP)

3. Ifyou've deployed Vi-System (real-time analytics), configure Genetec to receive
analytics events (see Configuring Omnicast for Interoperability with Real-Time
Analytics)

4. If you've deployed Vi-Search (video search and analysis), configure
interoperability between Vi-Search and Genetec (see Configuring Vi-Search for
Interoperability with Genetec VMS).

Powering Analytics on Genetec VMS 5 of 32 June 2012


mailto:support@agentvi.com�
mailto:support@agentvi.com�
mailto:support@agentvi.com�

m 1. Deployment and Configuration Overview

1.4  Agent Vi Licensing Considerations

Take the following licensing considerations into account:

B You must obtain camera activation licenses to match your analytics deployment

B You must obtain supplement rule-type licenses for your specific surveillance
requirements

B You must obtain real-time analytics rule licenses if you deploy real-time detection

B You must obtain Vi-Search licenses if your deployment includes video search and
analysis

1.5 Related Documentation

B Genetec Omnicast documentation downloadable from URL:
www.genetec.com/English/Documents

B Genetec Security Center documentation downloadable from URL.:
http://www.genetec.com/Publications/Pages/reference-documents.aspx
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Installing Vi-System

Note: For detailed information and system requirements, see the Vi-System Installation and

Administration Guide 4.2.

> To install:

Run the supplied exe file; the Installation Wizard opens; the Wizard guides
you through an intuitive setup process (click Next until the Setup Type screen
opens).

2. Based on your deployment configuration and your requirements, you can perform (1)
a Complete (full) installation of Vi-System (including VAP) or (2) a Custom
installation (VAP only). Install VAPs on separate PCs if your deployment requires
multiple VAPs (see Defining Multiple VAPS)

3. Inthe Vi-Agent Proxy Setting screen, specify the number of VAPs required
(see Defining Multiple VAPS).

4. Inthe Vi-Agent Proxy Service Launch Mode screen, check the radio button
Automatic. When the computer boots up, the Vi-Agent Proxy Service
automatically starts.

5.  Click Next and Install until Finish.

6. Restart the machine when prompted by the Installation Wizard.

2.1  Post Vi-System Installation

After installing Vi-System:

B Install or upgrade to Vi-Search 2.1 if you're deploying Vi-Search

B On any PC that runs a Vi-Agent Proxy (VAP) or Vi-Search client, install the edition
and version of the Genetec SDK that corresponds with the Genetec VMS.

2.2  Defining Multiple VAPs

The number of VAPSs installed in a deployment depends on:

1.

2.
3.

The deployment configuration (see Deployment Configurations). If the VAP is used
only to send events and not to pull video from Genetec, a single VAP is sufficient.

The number of cameras deployed.
Your infrastructure; the types of edge devices deployed and their streaming profiles.

Your PC configuration; the number of VAPs you can install on a PC depends on how
many processor cores your PC features; the maximum number of VAPs that can be
deployed correlates with the number of cores.
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Configuring the VAP

Before configuring the VAP, make sure that:

1.

2.
3.
4

Vi-System and the VAP were installed (see Installing Vi-System)

You've obtained a license from Agent Vi (see Agent Vi Licensing Considerations)
You've added a site in Vi-Config (see the Vi-System User’s Guide 4.2)

You've added a VAP in Vi-Config (see the Vi-System User’s Guide 4.2)

Note: If you're planning to use this VAP as a Secondary VAP, don't further configure the VAP
Video Source and VAP sensors as described in the next two subsections. For the
required operations, see the Vi-System User’s Guide.

3.1 Defining the Video Source Type

3.

To define the video source type:

In the Vi-Config navigation tree, right-click the VAP icon(l.lE) and click menu item
VAP Management.

Specify Plugin Type as VAP Genetec Streaming plugin. Note that when deploying

multiple VAPs on the same PC, their assigned AMP ports are 15050, 15052, 15054
and 15056 respectively (up to 4 VAPS).

Figure 3-1: VAP Management

& yap Management [ZII@[‘S__(I
General Settings and Status

Plugin Type: AP Genetec Streaming plugin

Communication with %i-LBS:  Up

Accept H Cancel

Click Accept.
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3.2  Configuring the VAP Video Source

> To configure the VAP video source:

1. Inthe Vi-Config navigation tree, right-click the VAP icon (hﬂ) and click VAP Video
Source Management; the screen below opens displaying the Genetec related
parameters:

Figure 3-2: VAP Video Source Management

& vaP Yideo Source Management !EE
Yideo Source Type: |VAF' Genetec video source
Genetec Semver Address: |192,158,2_11|
Genetec Server Por: |EDD1
Genetec Server Edition: IOmnicaSt j
Lzer: |admin
Pazsward: |
Trigger Events in Genetec: IFDr all Sensors j
Vi-Server Address: |12?,D,D,1
‘i-Senver Port: |15036
BackUp %i-Senver Address: |12?_D_D_1
BackUp %i-Server Port: |15144
Teptl Close |

2. Define the parameters in the VAP Video Source Management dialog; use Table 3-1
as reference:
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Table 3-1: VAP Video Source Management — Parameter Descriptions
Parameter Description

Genetec Server Address

IP Address or host name of the server that Genetec’s Omnicast is
running on

Genetec Server Port

Genetec’s VMS communication port number

Genetec Server Edition

Select Omnicast or Security Center based on the edition type
deployed in your network.

User

Genetec’s VMS User Name

Password

Genetec’'s VMS Password

Trigger Events in Genetec

Set to For all Sensors in order to send analytics events for all
sensors in the system, i.e., Vi-Agent powered sensors as well as all
VAP powered sensors.

Set to Don’t Send Events in order to disable sending all events.

Set to For VAP Sensors Only in order to send events for this
VAP’s sensors only (and not for any other sensors in the system).

Vi-Server Address

The address of the Vi-Server you are connected to

Vi-Server Port

The port of the Vi-Server you are connected to.

BackUp Vi-Server Address

The address of the backup Vi-Server

BackUp Vi-Server Port

The port of the backup Vi-Server

> To verify VAP communication status:
B View the VAP icon in Vi-Config:

)
e Theicon displays a red cross E& if communication with Vi-LBS or VMS is down

o)
e  Theicon displays a tick symbol Eé if communication with Vi-LBS and VMS is

successful
Click VAP the icon; view additional status information displayed in the Vi-Config

screen’s status line (lowermost tray). For further details, see the Vi-System User’s
Guide (section ‘Verifying VAP Communication Status’).

3.3 Managing VAP Sensors

Note:  Associating sensors with cameras applies only to cameras that do not feature embedded
Vi-Agent (i.e., Flexible Offering).

» To manage VAP sensors:

1. Inthe navigation tree, right-click the icon llﬂ from the popup menu, choose VAP
Sensor Management:
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Figure 3-3: VAP Sensors Management

= YAP Sensors Management
Sensar MName | Assigned Camera [
“ideo Sensor 27 [Axis211A] Camera 1 j
“ideo Sensor 28 [Axis 221] Camera 1 j
“ideo Sensor 29 [Axis 216] Camera 1 j
“ideo Sensor 30 Mo Selection) j
“ideo Sensor 31 Mo Selection) j
“ideo Sensor 32 Mo Selection) j
“ideo Sensor 33 Mo Selection) j_
“ideo Sensor 34 Mo Selection) j
“ideo Sensor 35 Mo Selection) j
“ideo Sensor 36 Mo Selection) jLI

¥ Use camera name as sensor name in Yl-System Accept | Cancel |

2. Inthe drop-down adjacent to each sensor, select the camera to assign to and click
Accept.

3. Check Use camera name as sensor name in Vi-System to align the sensor name
in Vi-System with the camera name in Omnicast or Security Center.

4. For the assigned sensors, right-click the sensor’s icon in Vi-Config tree and
choose option View Video; the video stream from the camera is displayed. If no
video stream is received, see Troubleshooting VAP Issues.

. . ,
3.4  Mapping Vi-System Sensors to Genetec’s Cameras

This section applies to users deploying edge devices with embedded Vi-Agent.

The section shows how to enable Vi-System and Vi-Search to obtain the camera
identification in Genetec’s VMS when deploying:

B Vi-Search, both with Genetec Omnicast and Genetec Security Center

B Vi-System real-time analytics with Genetec Security Center

If your deployment meets the above conditions, use VMS Camera Mapping Tool
(accessible from Vi-Config Tools menu) to properly associate between Vi-System’s
sensors and Genetec cameras. For detailed information, see the Vi-System User’s Guide
4.2.

Powering Analytics on Genetec VMS
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3.5 Troubleshooting VAP Issues

Table 3-2: Troubleshooting VAP Issues

Problem

Corrective Action

)
VAP Failure Status ('-L%&) indicating
that communication with the Vi-LBS
is ‘Down’

« Verify that the PC on which the VAP is installed is
accessible from the LBS PC (if the VAP PC is installed on
a separate PC). Ping it.

» Verify that the VAP service is running.

o)
VAP Failure Status ("L@&) indicating
that communication with the VMS is
‘Down’

» Verify that Genetec VMS is active and accessible via its
client software.

« Confirm Genetec’s identification and credential parameters
in VAP Video Source Management dialog.

)
VAP Failure Status ('-L%&) indicating
that SDK Filter is not installed

« Install the Genetec SDK edition and version that
corresponds with the Genetec version deployed in your
network.

No Video: The VAP sensors were
assigned to Genetec cameras but
the VAP fails to retrieve video for all
Sensors.

« Ifthe VAP is installed on Windows Server 2008, verify that
the Desktop Experience feature is enabled:

Start > Server Management - Features > Add Features
- select Desktop Experience

= If you continue to experience problems and the VAP fails
to retrieve video for some sensors, perform the corrective
actions below

No Video: Some VAP sensors
assigned to Genetec cameras fail to
retrieve video while others
successfully retrieve

» Verify the camera video stream in one of Genetec’s client
applications.

« Verify that the number of currently streaming channels
does not exceed the number of “uncompressed video
filters” licensed in Omnicast.

« With Omnicast: Use Windows Media Player to verify the
ability to retrieve video via the Genetec Omnicast SDK.
Use this URL:

omnp://<username>:<password>@<host>:<port>/?cam=<Ca
meralLogicallD>&yuv=0on

Example:
omnp://admin:@192.168.2.100:5001/?cam=7&yuv=on

Note: You can find the camera's Logical ID in the 'Identity’ tab
(the 1% tab) of the camera's properties in Omnicast's 'Server
Config' application.

Powering Analytics on Genetec VMS
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Problem

Corrective Action

No Events: Detection events,
triggered by Vi-System rules, do not
trigger alarms or other designated
actions in Genetec.

See Configuring Omnicast for
Interoperability with Real-Time
Analytics and Configuring Security
Center to Interoperate with Analytics
below.

« Verify in VAP Video Source Management that the VAP is
configured to send events to Genetec.

« If Vi-Server is installed on a different PC, verify in VAP
Video Source Management that the server IP address
and port are defined correctly.

« In Vi-Setup, verify that the detection rule has an External
Rule ID identical to the value of the designated Genetec
custom event.

« In Genetect’s Config Tool, verify that the required action
(e.g., alarm) is correctly defined for the same custom
event.

« Verify that the action can be triggered, unrestricted by
schedules or other factors.

« If necessary, reconstruct the triggering sequence from the
beginning, from the Vi-System rule to the Genetec action,
using a new custom event.

Powering Analytics on Genetec VMS
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4 Configuring Omnicast for Interoperability with

Real-Time Analytics

4.1  Verifying Licenses

Verify that you have the necessary licenses to get video streams from Omnicast.

1. Open Omnicast Admin and log in.

Important
When entering Genetec’s Omnicast for the first time, the initial username and password
is:

username: admin
password: (empty password)

2. Select System in the tree view.
3. Click the button License (located in the uppermost right corner of the screen).

If your deployed Omnicast version is earlier than 4.8, verify that Number of
Uncompressed Video Filters is listed and that the number is the same as the
number of camera streams to get from the Omnicast server through the VAP (see
Figure 4-1).

5. Verify that Number of SDK is listed (see Figure 4-1); for every VAP, an SDK license
is required and for every Vi-Search client GUI, an SDK license is required. For
example, if you're using 3 VAPs and one Vi-Search client GUI, you'll require 4 SDK
licenses.

If you haven't obtained these licenses from Genetec, interoperability of Agent Vi's
VAP with Genetec’s Omnicast will be unsuccessful.

Figure 4-1: Genetec Omnicast Admin - Number of Uncompressed Video Filters

# B B [icense SMTP Network
Q Diractory
(@ Gateway Validation key. | - Company name: Genetec Demo
Syste )
=15 Archiver System ID
Al ACTi Extension Activate license:

----- m A5 Extension

~wesn Bosch Extension

4} GE MPEG-4 Extension

{B* GE Wavelet/JPEG 2000 Extension

support: 1-B66-338-2988

Directory options Archiver options

k@ Generic Bxtension Access rights
“oee Sany Extension B3, Mumber of cameras / analog menitars o=
----- Werint Extension E Active Directary integration o Supported
----- t’ Wivatek Extension @ Humber of Gateways {E} 1
% Wirtual Matrix ﬂ' MNumber of Madia Gateways {E} 1
E] Mumber of Archivers {E} 1
% Humber of Virtual Matrices {E} 1
B Number of Metadata Engines {E} 1
D Hurber of client workstations {E} 4
— | SOK Number of SDK 217 — ——
LEJ Mumber of Pocket PC cliznts {E} 1
B el clients o supported
— | 5= MNumber of uncompressed video filters [ I ——
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Defining a Custom Event

1. Open the Omnicast Config Tool (see Figure 4-2) and select Physical View.
2. Select Root node in the tree view and click the button Custom Events.
3. Define a Custom Event including its ID (see Figure 4-2)

Figure 4-2: Genetec Omnicast Config Tool — Defining a Custom Event

Geneter Omnicast Config Tool

i 102168273 - Unat

v 45 - Virtual Matrix

4. Click Actions and define an Action, e.g., a Recording Bookmark, to be activated
when the Custom Event is triggered.

Powering Analytics on Genetec VMS 15 of 32 June 2012
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Figure 4-3: Genetec Omnicast Config Tool — Defining the Action ‘Bookmark’

¥ Pesgon moving in comdor A =B Add s beokmark G 192168220 - Cem <01 Person moningin comidor s Abweys

B 100168 3 73 - Unat
Ty v 45 - Virtus! Matrix

5. Define the ID of the Custom Event. Make sure that the External Rule ID you define
for the analytics rule in Vi-Setup is identical to this value; when Vi-System triggers an
event for the rule, the Custom Event and its Action are triggered in Omnicast.

6. View events and recording bookmarks in Omnicast Live Viewer and Omnicast
Archiver Player.

Figure 4-4: Viewing Events and Bookmarks in Omnicast Live Viewer

—O R

Viewer
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Figure 4-5: Viewing Events and Bookmarks in Omnicast Archive Player

[N 192168222 - Cam - 01 (3) it Fant lormard. -

[ 1o Ofwoosram 6

B 102268223 - Cam < 01 e 045 - Aichaver L0068 100021 AW Person menang m corndor A

4.3 Replacing a Camera

If a camera is removed and replaced by a new camera, new analytics rules must be
defined on the camera and new linkage must be performed between Genetec Omnicast
and the new rules.

Powering Analytics on Genetec VMS 17 of 32 June 2012
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5 Configuring Security Center to Interoperate
with Analytics

In the Security Center, Web SDK Role must be enabled for Genetec to interoperate with
analytics.

5.1 Enabling Web-based SDK Role in the Security
Center

> To enable the Web-based SDK Role in Security Center:

1. Open the Security Center Config Tool and log in.
2. Click the Home button in the uppermost left corner.

Figure 5-1: Security Center Config Tool
@

@ Tasks Saved tasks Tools Options About Log off

Favorites Administration

Logical view
a E:;I Network view ‘ Security

Access conirol

Recently used

#® sysiem - System

R Security

I Health history ‘ Intrusion detection Plugins
Rz

ﬂ Logical view

Operation
= System status

U Network view
Cardholder
o Video management - Credential enrollment
- -~

B Audit trails
LPR Maintenance

< Unit discavery tool [ ) ] System status l Audit trails r° Activity trails

3. Click the System icon.
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Figure 5-2: Security Center Config Tool — Roles

@
@ system @

[0 Alarms % Macros Schedules 7] Scheduledtasks % Output behaviors £ Publictasks (@) General setfings

Access Manager
Avchiives
Health Monitor
- Media Router

@ Report Manager
& Web-based SDK
[ Zone Manager

4. Click the Roles tab; if the Web SDK Role was already defined, it will appear in the
roles list. If not:

5. Click the + Role button in the lowermost left corner and select the ‘Web-based SDK’
role from the list.

Figure 5-3: Security Center Config Tool — Roles — Selecting ‘Web-based SDK’

Creating a new role

Select role

Select role

Inirusion Manager
Manages and monitors intrusion panels
& LPR Manager
M' Enables users to receive events from AutoVu Patrollers or from Sharp units
.“Q ‘Omnicast Federation
A Imports entities from an independent Omnicast system
Plugin Manager
Manages a Security Center plugin

Security Center Federation
Imports entities from an independent Security Center system

Web-based SDK

Manages and monitors hardware inputs

Server. " EVIVM99

6. Inthe ‘Entity Name’ field, enter WebSdk
7.  Click the Next button.
8. Click the Create button; the new role appears in the roles list:
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Figure 5-4: Security Center Config Tool — Roles — New Role Listed
® \_UEVT\
@ system @

s "7 Macros Schedules 7] Scheduledtasks % Output behaviors ko) [ Fublictasks (@) General setfings

————
= | =]
Identity | Properties  Resources

@y Health Monitor Port: 4590 [7]
- Media Router : =
Streaming port: 4591 [Z]

Base URI: [ WebSdk

Use SSL connection: | |

4 Roe ~ X Delete [0 Diagnose [ Deaciivaterole = Audit trails

5.2  Verifying Licenses and Certificates

Important

When you acquire your license from Genetec, specify the specific Agent Vi Vi-System
SDK connection license part number GSC-1SDK-AGENTVI-Vi-System. Order the same
number of SDK connection licenses as the number of Vi-System VAPs plus 1.

Optionally, obtain Vi-Search certificates as indicated below.

» To verify the SDK connection licenses for Vi-System:

Open the Genetec Security Center Config Tool; when entering Genetec’s Security
Center for the first time, the initial username and password are:

° Username: admin
e Password: (empty password)
2. From the main menu select About

3. In the Certificates tab of the License Information screen, verify that the number of
Vi-System certificates is sufficient, i.e., equal to the number of VAPs plus 1. If you're
using Vi-Search, the number of Vi-Search certificates (part number GSC-1SDK-
AGENTVI-Vi-Search) must match the number of Vi-Search clients you're planning to
deploy.

Powering Analytics on Genetec VMS 20 of 32 June 2012



5. Configuring Security Center to Interoperate with Analytics

Figure 5-5: Security Center - Config Tool — License Information — Certificates

Tasks

» 0
)
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Genetec Inc.
Config Tool
n 5.1 (5.1.5136.194)

File versions

5.3  Triggering Analytics Alarms in Security Center

Saved tasks. Tools

Overview Purchase order  Security Center

Name Publisher
Vi-System Agent VI
Vi-Search Agent VI
Generic certificate for developers Genetec Custom Solutions Projects

You can design the integration between Vi-System and Genetec Security Center using
different methods but the key principle common to all is that Vi-System triggers Custom
Events in Genetec Security Center which then trigger different actions within Security

Center.

Following is the most commonly used method of enabling alarms to be received In

Genetec Security Desk:

1. Define a Genetec Custom Event for each Vi-System rule type you're deploying in
your environment. For example, if you're implementing Person Moving, Vehicle
Moving and Suspicious Object rule types, define three Genetec Custom Events,
each corresponding to a rule type. [It does not matter if the rule type is configured on
a single or multiple Vi-System sensors; in both cases, it's sufficient to define one

Custom Event for this

rule typel.

2. Define a Genetec Alarm for each Vi-System rule type that you are deploying in your

environment. Following the above example, you need to define 3 alarms.
3. Define Genetec Actions that cause each of Custom Events to trigger its

corresponding Alarm.

In the steps below, a single rule type Person Moving is used as an example. This process

must be repeated for each

OpLNE Y

rule type you implement.

To define a Custom Event:

Log in to the Security Center Config Tool.

Click the ‘home’ button in the uppermost left corner.
Select Tasks from the upper menu.

Select System (under the Administration section).
Select General Settings.

Select Events > Custom events.
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Figure 5-6: Defining a Custom Event in Security Center Config Tool

[O Alarms "L Macros Schedules ) Scheduled tasks = Qutput behaviors [l Roles (] Public tasks €
L w

! T
Custom events ~ Event colors

|
e .
M, acions

m Logical ID

R tser passwond eettings

I custom fields

r° Ativity trails
[J

, Audio

7. To Add an item: click the '+' sign (circled red in the above screen).

8. When prompted with the Create dialog, define a meaningful name for the event that
corresponds to the rule type. Also, capture the Custom Event ID ('Value' field) since
you need to use this ID in Vi-System rule settings. In this example, the value is 777
(can be set automatically by the application or defined by the user).

Figure 5-7: Security Center - Config Tool — Defining a Custom Event

Create custom event

Description Lnalytics Bvent - Person Moving

Cancel

9. Click OK and Apply.

To define an Alarm:

From the top level System tab, click Alarms.

Add a new alarm (click the + sign).

Enter the entity name. Make sure to provide a meaningful name, e.g., Person Moving
detected, as it's later shown in Genetec Security Desk when the alarm is received.

whk v
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Figure 5-8: Security Center - Config Tool — Defining an Alarm

Creating a new alarm

— - Basic information
Basic information

Fill in the following fields. The entity description is optional.

Entity name: | Person Maving detected
Entity description: |
Partiticn: (@) Existing partition = #® Public partition
() New partition

(7) System partition

4. Click Create then Close and Apply.

5. Select recipient(s) for the alarm: add the Security Center's user (the login username)
and click Apply.

Figure 5-9: Security Center - Config Tool — Defining an Alarm Recipient

son Moving detected

|
™' Person Moving detected

2 1 Redpients
¥ Admin

B 4, Adtions
#® partitions

> Tolink the Custom Event to an Alarm:

1. Select the General Settings tab.

2. Select Actions and click the + below the Actions table to insert an item. The Actions
wizard pops up.

3. Select System.
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Figure 5-10: Security Center - Config Tool — Linking the Custom Event to an Alarm (1)

Entity type
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4. Click Next and in the Event Types list, find the previously added Custom Event
according to its Description. Select it.

Figure 5-11: Security Center - Config Tool — Linking the Custom Event to an Alarm (2)

Event
Select the type of event

il Access denied: Lost credential

Access denied: Unknown credential

" Access granted
Wi Access granted

"' plarm acknowledged

“' Alarm acknowledged (Alternate)

*'' alarm triggered
F an interlock cannot be in hard antipassback mode
F An interlock cannot have perimeter floors
|*¥ Analytics Event - Person Moving
[ ] Antipassback disabled: Elevator on area perimeter
I Antipassback disabled: Invalid settings
I Antipasshack disabled: Not supported when unit is in mixed mode
I Antipasshack disabled: Unit is offline

EE Ahvays
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5.4

5.

6.
7.

Action

Select the type of action
M ' Recording quality as standard configuration
9 Reset area people count
O Reset external system
$ Run a maao
* Run a pattem
# Send a message
8 send an email
@ Sendtask
& Set the door maintenance mode
'C' Silence buzzer
'C‘ Sound buzzer
™ Start applying video protection
Start recording
™ ' Stop applying video protection
Stop recording
W‘:' Temporarily override unlodk schedules

' Trigger intrusion alarm

|\lr Trigger output

T e b Fir

1" Person Maving detected

Click Next and in the Creation Summary window, click Create.
Click Close to save the configuration changes.

Click Next and select Trigger Alarm from the Action list, and the alarm you defined
earlier from the Alarms drop-down.

Figure 5-12: Security Center - Config Tool — Linking the Custom Event to an Alarm (3)

Linking Vi-System and Genetec Security Center

Events

To link Vi-System analytics events with Genetec Security Center Custom Event define
the same value for External Rule ID as for Logical ID which you defined in the Genetec
Security Center, e.g., 777.

Configure External Rule ID in the Rule Wizard in Vi-Setup as follows:
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Figure 5-13: Define ‘External Rule ID’ in Vi-Setup
Update Rule - Site: Site 0, Sensor: AXIS Q7406 Channel 6 - Cam - 01 [me3m]
Summary
Setup [[1Use Default Mame - Rule[#d]
Rule Mame:  Person in parking Rule Id: 18
Scheduls
Description: | External Rule Id: 777
Action E Activate Mow
@ Summary

5.5 Viewing Alarms in Security Desk

This section shows how to view event alarms in Genetec Security Desk and thereby verify
successful analytics integration.

> To view Alarms:

1. Loginto Security Desk.

2.  Click the ‘home’ button in the uppermost left corner.

3. Access Operation > Alarm Monitoring to see the Alarms list, and below it, in the
‘Canvas’ area, the live scenes from the related cameras.

Figure 5-14: Viewing Alarms in Security Desk
(©)

@ Alarm monitoring @

Alarm Priority Source time Trigger time Triggering event Source
Viehide Moving detected . 7/12/2012 9:41:49 AM  7/12/2012 9:41:49 AM  Analytics Event - Vehicle Moving = 192.168.2.224 - Cam - 01

Person Moving detected [ 7122012 9:41:47 AM 7122012 9:41:48 AM  Analytics Event - Person Moving = AXIS Q7406 Channel 6 - Cam - 01

Canvas ~ Alarms ~

1% 102§ 1532"‘14 Cam - 01 Vellcle Hmrmg deted:ed 2 | | AXIS 07406.Channel6 - Cam.-.01 Person Moving detected

Powering Analytics on Genetec VMS 26 of 32 June 2012



W TN A
R4
G 1 - m 5. Configuring Security Center to Interoperate with Analytics
5.6  Triggering Additional Actions in Security Center

The sections above show the basic process for triggering Alarms in Genetec Security
Desk. You may choose, however, to take advantage of Genetec's advanced actions that
can be triggered, based on Vi-System analytics events.

The subsection below shows how to configure some common actions. In all cases, it's
assumed that:

You defined a Custom Event to trigger a specific action.

Vi-System's analytics rule to trigger Genetec's action is linked with Genetec's Custom
Event. This is done by specifying the Custom Event ID as the Rule's External ID.

You navigated to the Actions tab (available from General Settings)

You selected the relevant Custom Event and you're at the stage of specifying the
Action.

56.1 Creating a Recording Bookmark

Creating bookmarks can be useful if you want to navigate your recordings based on
previous analytics events.

>

1.
2.

To create a bookmark based on analytics event:

Select Add bookmark from the Actions list.

From the 'Camera’ drop-down menu, select the camera for which the recording
bookmark must be created. It's likely that this camera is the same camera that
triggered the analytics event in Vi-System, though this is not mandatory.

Define the Message that will be attached to the bookmark. You'll later be able to
locate the bookmark in Security Desk using this name.

Click Next and Create.

Figure 5-15:; Create Bookmark Action

Action

Select the type of action
.
%' Arm intrusion detection area
‘ Arm zone
7 Cancel postpone intrusion detection arsa arming
@ Clear tasks
W Disarm intrusion detection area
..‘. Disarm zone
* Display an entity in the Security Desk
B Email a report
& Forgive antipassback violation
== Go home
= Go o presst
¢ Import from file
Cverride with event recording quality
Override with manual recording quality
Play a sound
v Postpone intrusion detedtion area amming
Recording aualitr as standard confiouration

Camera: B ' AIS Q7406 Channel 6 - Cam - 01

Message: | Person Moving in parking lot]
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56.2 Start Recording

If a camera is not continuously recording, you may want to capture several minutes of
recording when an analytics event is triggered.

> To start recording based on an analytics event:

1. Select Start recording from the Actions list.

2.  From the 'Camera’ drop-down menu, select the camera that must start recording.
It's likely that this camera is the same camera that triggered the analytics event in
Vi-System, though this is not mandatory.

Specify the recording duration.

Click Next and Create.

pw

Figure 5-16: Start Recording Action
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5.6.3 Sending a PTZ Camerato a Preset

This capability enables you to link an analytics event on a fixed camera with a preset on a
PTZ camera in which the detected target is moving, so that the PTZ will move to it.

> Tosend aPTZ camerato a preset based on an analytics event:

Select Go to preset from the Actions list.
From the 'Camera’ drop-down menu, select the PTZ camera that you want to move.

Select the Preset number to move to.
Click Next and Create.

rprONPE
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Figure 5-17: Go To Preset Action
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A
6 Configuring Vi-Search for Interoperability with
Genetec VMS

Before configuring Vi-Search for interoperability with Genetec, make sure you've
performed all operations described in the sections above, and then follow these
procedures:

1. Install Genetec SDK (for the relevant edition and version) on any PC that runs the
Vi-Search client application.

2. Configure the VMS settings in Vi-Search
(see Configuring VMS Settings in Vi-Search)

3. Verify that sensors representing edge devices with embedded Vi-Agent are mapped
to the corresponding camera Genetec identification
(see Mapping Vi-System Sensors to Genetec’ s Cameras)

6.1  Configuring VMS Settings in Vi-Search

Perform this step after deploying Vi-Search in order to establish communications with
Genetec VMS. This is for purposes of:

1. Retrieving recordings
2. Synchronizing timing between Vi-Search metadata and Genetec’s recordings

» To configure VMS Settings in Vi-Search:
1. InVi-Search, in the Tools menu, choose Options and in the Options dialog that
opens click tab VMS Settings.
Figure 6-1: Vi-Search > Options > VMS Settings
Fr s )
Options
Operations Thumbnails Playback VMS Settings Offline Search

Type:

Address:

2. From the Type drop-down list, choose Genetec Omnicast or Genetec Security
Center (based on your deployment)

3. Specify the additional required parameters like Address, Port, User and
Password (see Table 6-1). To establish interoperability with Genetec, exit
Vi-Search and restart it.
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Table 6-1: Vi-Search > Options > VMS Settings
Parameter Description
Type Choose Genetec Omnicast.or Genetec Security Center
Address Define the IP address of the PC hosting Genetec server
Port Define the Genetec TCP port
User Define a valid user according to Genetec permissions.
Password Define a password for the valid Genetec user.
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